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KIiSISEL  VERILERIN  KORUNMASI

POLITIKASI

KiSISEL VERILERIN KORUNMASI

6698 sayili Kisisel Verilerin Korunmasi1 Kanunu
(“KVKK” veya “Kanun”) uyarmca, Kkisisel
verilerinizi KVKK’da belirlenen c¢erceveye
uygun olarak kaydedebilmekte, saklayabilmekte,
Uclincu Kisilerle paylasabilmekte ve Kanun’un
izin verdigi diger sekillerde isleyebilmekteyiz.
Bu metnin amaci, Kanun ve ilgili mevzuat
kapsamindaki haklariniza iligkin olarak sizi
bilgilendirmektir.

Mevzuat Hakkinda Genel Bilgilendirme
6698 Sayili KVKK Kisisel verilerin islenmesinde

basta 6zel hayatin gizliligi olmak iizere kisilerin
temel hak ve oOzgiirliikklerini korumak ve kisisel
verileri isleyen gercek ve tiizel Kkisilerin
yikimliiliikkleri ile uyacaklart usul ve esaslar
diizenlemek amaciyla 7 Nisan 2016 tarihli Resmi
Gazete’de ve Kanun’un ikincil diizenlemesini
teskil eden Kisisel Verilerin Silinmesi, Yok
Edilmesi veya Anonim Hale Getirilmesi
Hakkinda Yonetmelik (‘“YOnetmelik™) 28 Ekim
2017 tarihli Resmi Gazete’de yayimlanarak
yiiriirlige girmistir.

Veri Sorumlusu Bilgilendirmesi
Veri Sorumlusu sifatiyla kisisel verilerinizi ilgili
mevzuata uygun olarak kullanacagiz.

Kisisel Verileriniz ne sekilde islenebilecektir?
Veri Sorumlusu sifatiyla, sirketimizle
paylastiginiz kisisel verilerinizin tamamen veya
kismen otomatik olan ya da herhangi bir veri
kayit sisteminin pargast olmak kaydiyla otomatik
olmayan vyollarla elde edilmesi, kaydedilmesi,
depolanmasi, muhafaza edilmesi, degistirilmesi,
yeniden diizenlenmesi, agiklanmasi, aktarilmasi,
devralinmasi, elde edilebilir hale getirilmesi,
siniflandiritlmast  ya  da  kullanilmasinin
engellenmesi gibi veriler lizerinde
gerceklestirilen her tiirli islem tarafimizdan
yapilabilecektir.

Kisisel verilerinizin islenme amaclar1 ve
hukuki sebepleri nelerdir?

Verdigimiz hizmetleri s6zlesmenin ve
teknolojinin gereklerine uygun sekilde
yapabilmek, sizlere sundugumuz {iriin ve
hizmetlerimizi  gelistirebilmek ic¢in  bizimle
paylastiginiz kigisel verileri KVKK ve ilgili
mevzuata uygun olarak isleyecegiz.

PERSONAL DATA PROTECTION POLICY

PROTECTION OF PERSONAL DATA
Regarding the Law No. 6698 about Protection of
Personal Data (“PDPL” or “Law”) we may save,
storage, share and process your personal data
based upon the legal methods in line with the
Law. The purpose of this policy is to inform you
regarding your rights under the Law and relevant
legislation.

Legislation
Personal Data Protection Law (Law No. 6698) is

enacted to protect privacy of personal life and
data and set forth obligations of data processor
regarding rules of data process and published in
the Official Gazette dated April 7 2016 and
secondary legislation of Regulation regarding
Erasure, Destruction and Anonymizing Personal
Data was also published (“Regulation”) in the
Official Gazette dated October , 2017.

Data Controller Disclosure

We, as Data controller, will use your personal
data strictly in accordance with the relevant
legislation.

How we process your Personal Data

We, as Data Controller, may process your
personal data with the series of operations that
are carried out on personal data such as
collection,  recording, storage, retention,
alteration, re-organization, disclosure,
transferring, taking over, making retrievable,
classification or preventing the use thereof, fully
or partially through automatic means or through
non-automatic means only for the process which
is a part of any data registry system.

What are the purposes and legal grounds for
processing your personal data?

We will process the personal data that you share
with us in accordance with the Law on Protection
of Personal Data and applicable legislation to
provide our services pursuant to the requirements
of the agreement and technology, and to improve
products and services that we offer.

Information on entities and organizations to
which we can transfer your personal data

These are the entities / organizations and their
subsidiaries, to which your personal data that you
share with us for abovementioned purposes can
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Kisisel verilerinizi aktarabilecegimiz kisi veya
kuruluslar hakkinda bilgilendirme

Yukarida belirtilen amaglarla, bizimle
paylastiginiz kisisel verilerinizin aktarilabilecegi
kisi / kuruluslar ve istirakleri olmak iizere ana
hissedarimiz, dogrudan / dolayli yurt i¢i / yurt
dist istiraklerimiz; faaliyetlerimizi yurutmek
iizere hizmet aldigimiz, is birligi yaptigimiz,
program ortagt kuruluslari, yurtici / yurtdisi
kuruluslar ve diger 3. kisilerdir.

Kisisel verileriniz nasil toplanmaktadir?

Sirket ziyaretleri, Sirket ile yapilan goriismeler
ve toplantilar, internet sitesi, satis ve pazarlama
departman1  ve satin alma  departmani
calisanlarimiz, miisteri ziyaretlerinde toplanan
formlar, e-posta yazigmalari, 6zliik dosyasi
verileri, dijital kanallar araciligiyla kisisel
verileriniz sozli, yazili veya elektronik ortamda
toplanabilmektedir.

KVKK uvarinca haklarimz nelerdir?
Kanunun haklarinizi diizenleyen 11.maddesi
uyarinca haklariniz asagidaki gibidir:

Herkes, veri sorumlusuna basvurarak kendisiyle

ilgili:

a) Kisisel veri iglenip islenmedigini 6grenme,

b) Kisisel verileri islenmigse buna iligkin bilgi
talep etme,

c) Kisisel verilerin islenme amacini ve bunlarin
amacina uygun kullanilip kullanilmadiginm
O0grenme,

d) Yurticinde veya yurt disinda kisisel verilerin
aktarildig {igiincii kisileri bilme,

e) Kisisel verilerin eksik veya yanlig islenmis
olmasi hélinde bunlarm diizeltilmesini
isteme,

f) 7 nci maddede ongoriilen sartlar gergevesinde
kisisel verilerin silinmesini veya yok
edilmesini isteme, (e) ve (f) bentleri uyarinca
yapilan iglemlerin, kisisel verilerin aktarildigi
Uctinct kisilere bildirilmesini isteme,

g) Islenen verilerin miinhasiran  otomatik
sistemler vasitasiyla analiz edilmesi suretiyle
kisinin kendisi aleyhine bir sonucun ortaya
¢ikmasina itiraz etme,

h) Kisisel verilerin kanuna aykir1 olarak
islenmesi sebebiyle zarara ugramasi halinde
zararin giderilmesini talep etme,
haklarina sahiptir.

KiSISEL VERi SAKLAMA VE IMHA

POLITIKASI

be transferred; particularly, our principal
shareholder, our direct/indirect local/foreign
subsidiaries, as well as program partners,

local/foreign organizations and other 3rd parties
from which we receive services and with which
we cooperate.

How are your personal data collected?

Your personal data can be collected verbally, in
writing or online through company visits,
interviews and meetings with the Company,
website, our sales and marketing department and

purchasing department employees, forms
collected during customer visits, e-mail
correspondences, personnel file data, digital
channels.

Rights of Data Subject under the Law
Pursuant to Article 11 of the Law, by applying to
the data controller data subject is entitled to:

Learn whether personal data is being processed:

a) Request further information about processing
if personal data relating to him is being
processed,

b) Learn the purpose of processing of personal
data and whether personal data is being used
consistently with the purpose,

c¢) Know the third parties in the country or
abroad to whom personal data is transferred,

d) Request rectification of personal data if
processed incompletely or inaccurately,

e) Request erasure or destruction of personal
data,

f) Request notification of the rectification,
erasure or destruction to the third parties to
whom personal data has been transferred as
per Article 7,

g) Object to the processing, exclusively by
automatic means of his personal data, which
leads to an unfavourable consequence for the
data subject,

h) Request compensation for the damage arising
from the unlawful processing of his personal
data.

PERSONAL DATA STORAGE
DESTRUCTION POLICY

AND

Introduction and Purpose of this Policy
The purpose of this Personal Data Storage and
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Giris ve Politika’nin Hazirlanma Amaci

Isbu Kisisel Veri Saklama ve Imha Politikast,
KVKK ve Yonetmelik uyarinca
yukimlultklerimizi yerine getirmek ve veri
sahiplerini kisisel verilerinizin islendikleri amag
icin gerekli olan azami saklama slresinin
belirlenmesi esaslart ile silme, yok etme ve
anonim hale getirme siiregleri hakkinda
bilgilendirmek amaciyla veri sorumlusu sifatiyla
GKN Eskisehir Otomotive Uriinleri Uretim

ve Satis A.S. (“GKN Eskisehir’ ya da
“Sirket”) tarafindan hazirlanmistir.

Tamumlar

Acik  Riza: Belirli bir konuya iligkin,

bilgilendirilmeye dayanan ve 0ozglr iradeyle
acgiklanan riza.

Bagsvuru Formu: Veri Sahibi’nin Kigisel
Verilerin Korunmasi1 Hakkinda Kanun’un 11.
Maddesi uyarinca sahip oldugu haklan
kullanmasi ve bu amagla Sirket’e basvurabilmesi
icin hazirlanmig Ekte sunulan bagvuru formunu
ifade eder.

Denetim Firmasi: Sirket’in finansal tablo ve
diger finansal bilgilerinin, finansal raporlama
standartlarina ~ uygunlugu  ve  dogrulugu
hususunda, makul giivence saglayacak yeterli ve
uygun bagimsiz denetim kanitlarinin  elde
edilmesi amaciyla, denetim standartlarinda
ongoriilen gerekli bagimsiz denetim tekniklerini
uygulayarak defter, kayit ve belgeler iizerinden
denetleyerek  ve  degerlendirilerek  rapora
baglayan; bagimsiz denetim yapmak {izere,
yeminli mali miisavirlik ya da serbest
muhasebeci mali miisavirlik ruhsatina sahip
meslek mensuplari arasindan Kamu Gozetimi,
Muhasebe ve Denetim Standartlari Kurumu
tarafindan yetkilendirilen kisileri ifade eder.

Iigili Kullame:  Verilerin  teknik  olarak
depolanmasi, korunmasi ve yedeklenmesinden
sorumlu olan kisi ya da birim hari¢ olmak iizere
veri sorumlusu organizasyonu icerisinde veya
veri sorumlusundan aldigr yetki ve talimat
dogrultusunda kisisel verileri isleyen kigilerdir.

Imha: Kisisel verilerin silinmesi, yok edilmesi
veya anonim hale getirilmesi.

Kayit Ortami: Tamamen veya kismen otomatik
olan ya da herhangi bir veri kayit sisteminin
parcast olmak kaydiyla otomatik olmayan
yollarla islenen kisisel verilerin bulundugu her

Destruction  Policy is to follow our
responsibilities to inform you in accordance with
the Law and the Regulation regarding retention
period of keeping your data for the purpose of
Company needs and erasure, destruction and
anonymizing of such data by us as a data
collector and it is prepared by GKN (“GKN” or
“Company”).

Definitions

Explicit consent has been defined as consent that
relates to a specified issue, declared by free will
and based on information.

Application/Request Form means the form to
be used by data subject in order to apply to the
Company for the purpose of its right under
Article 11 of the Personal Data Protection Law
and provided attached.

Auditing Firm: Firms authorized from sworn
certified accountants or certified accountants by
Public Observation, Accounting and Standards
Agency in order to engage with independent
audit of books, records and documents upon
independent  auditing  technics set forth
independent auditing standards and preparation
of the audit reports which provides reasonable
evidences to trust on financials and compliance
with  financial reporting standards of the
Company.

Processor: the natural or legal person who
processes personal data on behalf of the
controller upon his authorization.
Destruction:  Erasure  of data,
destruction or anonymizing.

personal

Data Recording Medium is medium recording
fully or partially through automatic means or
provided that the process is a part of any data
registry system, through non-automatic means.

Related company: Companies that owns directly
or indirectly the Company or sits on the
management board of the Company.

Personal Data is any information relating to an
identified or identifiable natural person.

Processing of personal data is the series of
operations that are carried out on personal data
such as collection, recording, storage, retention,
alteration, re-organization, disclosure,
transferring, taking over, making retrievable,




GKN AUTOMOTIVE

tarld ortam.

Iligkili Sirket: Sirket hissedarlarmin, sirketi
kontrol etmeye yetecek oranda dogrudan veya
dolayli hissedar1 bulundugu veya yoOnetiminde
yer aldig1 diger sirketler.

Kisisel Veri: Kimligi belirli veya belirlenebilir
gercgek kisiye iliskin her tiirli bilgi.

Kisisel Verilerin Islenmesi: Kisisel verilerin
tamamen veya kismen otomatik olan ya da
herhangi bir veri kayit sisteminin pargasi olmak
kaydiyla otomatik olmayan yollarla elde
edilmesi, kaydedilmesi, depolanmasi, muhafaza
edilmesi, degistirilmesi, yeniden diizenlenmesi,
aciklanmasi, aktarilmasi, devralinmasi, elde
edilebilir hale getirilmesi, siniflandirilmasi ya da
kullanilmasinin ~ engellenmesi ~ gibi  veriler
lzerinde gergeklestirilen her tiirlii islem.

Kisisel Verilerin Anonim Hale Getirilmesi:
Kisisel verilerin, baska verilerle eslestirilerek
dahi hicbir surette kimligi Dbelirli veya
belirlenebilir bir gercek kisiyle
iliskilendirilemeyecek hale getirilmesi.

Kisisel Verilerin Silinmesi: Kisisel verilerin
silinmesi; kisisel verilerin Ilgili Kullanicilar igin
hicbir sekilde erisilemez ve tekrar kullanilamaz
hale getirilmesi.

Kisisel Verilerin Yok Edilmesi: Kisisel
verilerin hi¢ kimse tarafindan higbir sekilde
erisilemez,  geri  getirilemez  ve  tekrar
kullanilamaz hale getirilmesi islemi.

Kurul: Kisisel Verileri Koruma Kurulu.

Ozel Nitelikli Kisisel Veri: Kisilerin irki, etnik
kokeni, siyasi diislincesi, felsefi inanci, dini,
mezhebi veya diger inanglari, kilik ve kiyafeti,
dernek, vakif ya da sendika tiyeligi, sagligi,
cinsel hayati, ceza mahkumiyeti ve giivenlik
tedbirleriyle ilgili verileri ile biyometrik ve
genetik verileri.

Periyodik Imha: Kanun’da yer alan kisisel
verilerin iglenme sartlarinin tamaminin ortadan
kalkmas1 durumunda kisisel verileri saklama ve
imha politikasinda belirtilen ve tekrar eden
araliklarla re’sen gercgeklestirilecek silme, yok
etme veya anonim hale getirme islemi.

Veri Sahibi/ilgili Kisi: Kisisel verisi islenen

classification or preventing the use thereof, fully
or partially through automatic means or through
non-automatic means only for the process which
is a part of any data registry system.

Anonymizing:  rendering  personal  data
impossible to link with an identified or
identifiable natural person, even through

matching them with other data.

Erasure of personal data: data cannot be
reachable or reused after erasure by Related
processors.

Board: Personal Data Protection Board.

Sensitive data is personal data relating to the
race, ethnic  origin, political  opinion,
philosophical belief, religion, sect or other belief,
clothing, membership of associations,
foundations or trade-unions, information relating
to health, sexual life, convictions and security
measures, the biometric and genetic data.

Periodical Erasure: erasure, destruction or
anonymizing of personal data within certain
periods set forth by the Law periodically in case
data process conditions are expired.
Data Subject/Related Person: real
whose personal data is processed.

person

Data Controller is the natural or legal person
who determines the purposes for which and
means by which personal data is processed and is
responsible for establishing and managing the
data registry system.

Personal Data Processing Inventory: personal
data inventory regarding data controller process
steps including details of purpose of process of
data, legal ground, data categories, transferring
parties, retention period of data and security
measures taken to protect the data.

Scope and Amendment of the Policy

This policy contains information pursuant to the
Law and other legislation concerning personal
data, and it shall take effect on the date of its
issuance. The policy may be updated from time
to time due to legal changes, changes in Personal
Data processing procedures of the Company, or
other reasons. Updates shall take effect as of their
issuance dates, and current policy can be
obtained at all times physically from the
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gergek kisi.

Veri Sorumlusu: Kigisel verilerin isleme
amaclarim1 ve vasitalarin belirleyen, veri kayit
sisteminin kurulmasindan ve yonetilmesinden
sorumlu olan gercek veya tiizel kisi.

Kisisel Veri lisleme Envanteri: \eri
sorumlularinin i siireclerine baglh olarak
gerceklestirmekte olduklar kisisel verileri igleme
faaliyetlerini; kisisel verileri igleme amagclar1 ve
hukuki sebebi, veri kategorisi, aktarilan alict
grubu ve veri konusu kisi  grubuyla
iligkilendirerek olusturduklar1 ve kisisel verilerin
islendikleri amaclar icin gerekli olan azami
muhafaza edilme siiresini, yabanci {ilkelere
aktarimi  Ongorillen kigisel verileri ve veri
giivenligine iliskin alinan tedbirleri agiklayarak
detaylandirdiklar1 envanter.

Politikanin Kapsami ve Degistirilmesi

Bu politika Kanun ve kisisel verilere iligskin sair
mevzuat uyarinca bilgileri icermekte olup
yayilandig tarihte yiirlirliige girecektir. Politika,
yasal degisiklikler ve Sirket’in Kisisel Verileri
isleme siireglerinde meydana gelecek
degisiklikler veya sair sebeplerle zaman zaman
glincellenebilir. Giincellemeler yayin tarihi itibari
ile gecerli olur ve giincel politikayr her zaman
Sirket’in bagvuru formunda bildirilen
adreslerinden fiziken ya da e-posta ile ulasarak
sanal ortamda temin edebilirsiniz.

Kisisel Verileri isleme Faalivetinin Sartlari

Kisisel Veriler, Kanun’un 5. maddesi uyarinca

Veri Sahibinin agik rizasit olmaksizin islenemez;

fakat bu durumun istisnast ayni maddede

diizenlenmistir. Buna gore asagidaki hallerde

Veri Sahibinin agik rizasi aranmaksizin Kisisel

verilerinin iglenmesi mimkandr:

e Kanunlarda agik¢a 6ngoriilmesi

e Fiili  imkénsizlik  nedeniyle  rizasim
aciklayamayacak durumda bulunan veya
rizasma hukuki gecerlilik taninmayan kisinin
kendisinin ya da bir baskasinin hayat1 veya
beden biitiinliigiiniin korunmasi i¢in zorunlu
olmasi

e Bir sozlesmenin kurulmasi veya ifasiyla
dogrudan dogruya ilgili olmas1 kaydiyla,
sozlesmenin taraflarina ait kisisel verilerin
islenmesinin gerekli olmasi

e Veri sorumlusunun hukuki yikimliligiini
yerine getirebilmesi icin zorunlu olmasi

o Veri Sahibinin kendisi tarafindan

addresses of the company specified on the
application form, or online by means of e-mail.

Processing of Personal Data

Personal Data cannot be processed without

explicit consent of the data subject in accordance

with Article 5 of the Personal Data Protection

Law and such Article also regulates the

exemptions of such rule as follows;

e The data subject has given his explicit
consent,

e It is explicitly provided for by the laws,

e It is mandatory for the protection of life or to
prevent the physical injury of a person, in
cases where that person cannot express
consent or whose consent is legally invalid
due to physical disability,

e Processing of personal data belonging to the
parties of a contract is necessary provided
that it is directly related to the conclusion or
fulfilment of that contract.

e It is mandatory for the controller to fulfil its
legal obligations.

e The data is made manifestly public by the
data subject.

e Data processing is mandatory for the
establishment, exercise or protection of any
right.

e |t is mandatory for the legitimate interests of
the controller, provided that such processing
shall not violate the fundamental rights and
freedoms of the data subjects.

Sensitive Personal Data Processing

Article 6 of the Law regulates that sensitive data
cannot be processed without explict consent.
However, sensitive data those relating to health
and sexual life can be processed without
consent in the cases listed by the Law.

Personal data relating to health and sexual life
can be processed without consent by persons
under an obligation of confidentiality or by
authorised institutions and establishments for the
purposes of protection of public health,
protective medicine, medical diagnosis, treatment
and nursing services, planning and management
of health-care services as well as their financing,

In processing of sensitive personal data, adequate
measures set forth by the Board must be taken.

Purposes for Processing of Personal Data
* Negotiation, execution and performance of
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alenilestirilmis olmasi.
e Bir hakkin tesisi, kullanilmasi veya
korunmasi i¢in veri islemenin zorunlu olmasi
e Veri Sahibinin temel hak ve 6zgurliklerine
zarar vermemek kaydiyla, veri sorumlusunun
mesru menfaatleri i¢in veri iglenmesinin
zorunlu olmast.

Ozel Nitelikli Kisisel Verilerin Islenmesi
Kanun’un 6. maddesi uyarinca Ozel Nitelikli
Kisisel Verilerin, ilgilinin a¢ik rizasit olmaksizin
islenmesi yasaktir. Ancak saglik ve cinsel hayat
digindaki kigisel veriler, kanunlarda ©ngorilen
hallerde Veri Sahibinin acik rizasi aranmaksizin
islenebilir.

Saglik ve cinsel hayata iligkin Kisisel Veriler ise
ancak kamu sagliginin korunmasi, koruyucu
hekimlik, tibb1 teshis, tedavi ve bakim
hizmetlerinin yiritiilmesi, saglik hizmetleri ile
finansmaninin planlanmasi ve yénetimi amaciyla,
sir saklama yiikiimliiliigii altinda bulunan kisiler
veya yetkili kurum ve kuruluslar tarafindan
ilgilinin agik rizas1 aranmaksizin islenebilir.

Ozel nitelikli Kisisel Verilerin islenmesinde,
ayrica Kurul tarafindan belirlenen yeterli
Onlemlerin alinmasi sarttir.

Kisisel Verilerin islenme Amaclar:

» Sozlesmelerin miizakeresi, akdedilmesi ve
ifasi,

«  Uriin ve hizmetlerin sunulabilmesi,

¢ Sunulan Uriin ve hizmetlerin taleplere uygun
olarak oOzellestirilmesi; miisteri ihtiyaglari,
yasal ve teknik gelismeler sebebiyle
giincellenmesi, gelistirilmesi,

« Sunulan Urin ve hizmetler 06zelinde,
sistemlere kullanici tanimlamalarinin
yapilmasi,

 Yeni veya mevcut drin, hizmet ve
kampanyalarim  duyurulmasi, satis  ve
pazarlama faaliyetlerinin yiratilmesi,

*  Pazar aragtirmasi yapilmasi,

« Istatistik olusturulmas:1 ve kullanimlarin
analiz edilmesi,

« Uriin, hizmet ve servis
ddenmesi, tahsil edilmesi,
yoénteminin segilmesi,

+ eirtibat/iletisim saglanmast,

 lsbirligi yapilan firmalar, tedarikgiler,
yeniden saticilar ve hizmet alinan firmalarla
olan ticari iligkilerin yiiriitiilmesi,

«  Isbirligi cercevesinde raporlama yapilmasi,

» Sirket’in ve Grup’un ticari stratejilerinin

bedellerinin
tahsilat

agreements,

Ability to offer products and services,
Customization of offered products and
services according to demands; updating and
improvements due to customer requirements,
legal and technical developments,

Making user definitions, specific to offered
products and services, on systems,
Announcing new or existing products,
services and campaigns, conducting sales and
marketing activities,

Conducting market researches,

Generation of statistics and analysis of uses,
Payment and collection of product, service
and handling fees, and selection of collection
method,

Ensuring contact/communication,
Conducting business relationships  with
cooperating companies, suppliers, resellers
and service provider companies,

Reporting within the scope of cooperation,
Development of business strategies and
making plans for the Company and the
Group,

Contacting for satisfaction measurement
surveys of the Company and the Group,
Management  of  judicial/administrative
processes, responding to demands received
from public institutions and organizations,
performance of legal obligations based on
legal regulations, resolution of legal disputes,
Conducting investor relations,

Conducting job interviews, evaluating job
applications,

Entering into, conducting and terminating
employment relationship/contract,

Making principal rights and benefits arising
from employment contracts available to
employees, evaluation of their performances
and works,

Creating user accounts for employees,
providing factory entry-exit and meal
services via intra-company credentials,
fingerprint reader, biometric data generation
and issuance of meal cards,

Follow-up of company pool vehicles,

In case of participation in an organization on
behalf of the company, creation of a
participant record,

Generation of training participation and
certificate records of employees,

Generation and follow-up of visitor records,
Ensuring safety of interior and perimeter
security of the company, as well as
occupational safety practices,
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gelistirilmesi ve planlariin yapilmasi,

» Sirket’in ve Grup’un memnuniyet O6l¢limi
anketleri i¢in iletisim kurulmast,

« Adli/idari streglerin yonetimi, kamu kurum
kuruslarindan  gelen  taleplere  cevap
verilmesi, yasal diizenlemelere bagli olarak
hukuki yuktmluliklerin yerine getirilmesi,
hukuki uyusmazliklarin ¢6zimlenmesi,

* Yatirimci iliskilerinin yiratulmesi,

. Is goriismelerinin yiirlitiilmesi, is
bagvurularinin degerlendirilmesi,

« Is iliskisinin/sdzlesmesinin
yiiriitiilmesi ve sonlandirilmasi,

* Calisanlarin is sozlesmelerinden dogan asil

kurulmasi,

ve yan haklardan  yararlandirilmasi,
performansinin ve ¢alismalarinin
degerlendirilmesi,

* Calisanlara kullanici hesabi agilmasi, sirket
ici kimlik, parmak izi okuyucu, biyometrik
veri olusturulmasi yontemi ile fabrika giris-
cikist ve yemek hizmeti temin edilmesi ve
yemek kart1 verilmesi,

» Sirket havuz araglarinin takibi,

»  Sirket adina bir organizasyona katilim olmasi
durumunda, katilimci kaydinin olusturulmast,

* (Calisanlarin  egitimlere katilm, egitim
degerlendirme ve sertifika kayitlarinin
olusturulmasi,

»  Ziyaret¢i kayitlariin olusturulmasi ve takibi,
» Sirketin i¢i ve ¢evre giivenligi ile is giivenligi
uygulamalariin gilivenliginin saglanmasi,

» Kigisel veri envanterinin olusturulmasi,

» Kigisel verilere iliskin olanlar dahil, yazili,
s0zli veya elektronik olarak iletilen tim
soru, talep, Oneri, sikayet ve bagvurularin
degerlendirilmesi, bunlara cevap verilmesi.

Ilkeler

Hukuka ve diiriistliik kurallarina uygun olma:
Kisisel Veriler, Veri Sahibi’nin haberi olmaksizin
toplamaz veya islemez; Kisisel Veriler hukuka,
Kanun’a ve ilgili mevzuata uygun olarak islenir.

Dogru ve gerektiginde giincel olma: Sirket,
Kisisel Verilerin dogru ve giincel olmasini temin
etmek icin gereken cabayir goOstermektedir. Bu
kapsamda verilerin dogrulugunun ve
giincelliginin saglanmasi amaciyla bu durumu
temin edecek kanallari agik tutar, Veri Sahibi’nin
bagvurusu Uzerine veya tespit halinde resen
verilerin diizeltilmesini temin eder.

Belirli, acik ve mesru amaclar icin islenme:
Kisisel Verileri isleme amacglarimiz aydinlatma
yiikkiimliiligiiniin _ bir geregi olarak acikca

» Generation of personal data inventory,

» Evaluating and responding to all inquiries,
requests, recommendations, complaints and
applications submitted in writing, verbally or
by electronic means, including those related
to personal data.

Principles
Processed lawfully and fairly. Personal data

cannot be processed without consent of data
subject.

Accurate and where necessary, kept up-to-
date. Company tries to keep accurate data and
keep it up-to-date. It also keeps open all channels
to ensure the accurancy of personal data and
upon application of Data Subject or
determination of the false staement, it ensures the
correction of the personal data.

Processed for specified, explicit and legitimate
purposes. As a part of our Disclosure obligation,
we have informed our purpose to process
Personal Data explicitly. Company will only
process the Personal Data in accordance with the
Law and for the legitimate business and services
provided.

Relevant, limited and proportionate to the
purposes for which they are processed.
Company ensures to gather the Personal Data
upon Data Subject’s consent (Explicit Consent)
or in line with this Policy and for the legitimate
reasons explained explicity and retain for the
legitimate period of time and does not process
any Personal Data that does not relate to the
purpose of the Company or its needs.

Retained for the period of time determined by
the relevant legislation or the period deemed
necessary for the purpose of the processing.
Legal periods are followed if regulated.
Otherwise, personal data is erased upon
expiration of the purpose of keeping such data in
accordance with the legislation.
Explanations _on__Reasons that Require
Retention and Destruction

Personal data belonging to data subjects are
securely retained on abovementioned physical or
electronic media, pursuant to limits specified in
the Law on Protection of Personal Data and other
applicable legislation, particularly for (i)
maintaining business activities, (ii) fulfillment of
legal obligations, (iii) planning and performance
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belirlenmistir. Sirket Kisisel Verileri, Kanun’a
uygun olarak, yaptigi isler ve/veya sundugu
hizmetlerle bunlarla baglantili olarak, mesru
amaglar i¢in iglemektedir.

Islendikleri amacla baglantili, stmirh ve olgiilii
olma: Sirket, Kisisel Verileri belirli, agik ve
mesru amaglar ile isler ve bu kapsamda verilerin
bu Politika’da veya Veri Sahibi’nden alinacak
izinde (Ac¢ik Riza) belirtilen amaglar icin
toplanmasini, ama¢ igin gerekli olan siire
boyunca tutulmasini temin eder ve amacin
gerceklestirilmesiyle ilgili  olmayan ve/veya
ihtiyag duyulmayan Kisisel Verilerin
islenmesinden kaginir.

Iigili mevzuatta ongoriilen veya islendikleri
amag icin gerekli olan sure kadar muhafaza
edilme: Kisisel Verilerin saklanmasi igin
mevzuatta ongorilen belirli bir sure var ise bu
streye uyulur. Boyle bir siire belirlenmemis ise,
Kisisel Veriler, ancak islendikleri amag¢ i¢in
gerekli olan siire boyunca muhafaza edilir.

Saklama Ve imhay1 Gerektiren Sebeplere

Iliskin Aciklamalar
Veri sahiplerine ait kigisel veriler, Sirket

tarafindan  Ozellikle (i) ticari faaliyetlerin
surdarilebilmesi, (ii) hukuki yikumlaliklerin
yerine getirilebilmesi, (iii) ¢alisan haklarinin ve
yan haklarimin planlanmast ve ifasi ile (iv)
misteri iligkilerinin yonetilebilmesi amaciyla
yukarida sayilan fiziki veyahut elektronik
ortamlarda giivenli bir bicimde KVKK ve diger
ilgili mevzuatta belirtilen sinirlar cergevesinde
saklanmaktadir.
Saklamay1 gerektiren sebepler asagidaki gibidir:
a) Kisisel verilerin sézlesmelerin kurulmasi ve
ifas1 ile dogrudan dogruya ilgili olmasi
nedeniyle saklanmasi,

b) Kisisel verilerin  bir  hakkin tesisi,
kullanilmas1  veya korunmasi amaciyla
saklanmasi,

c) Kigisel verilerin Kkisilerin temel hak ve
ozgiirliikklerine zarar vermemek kaydiyla
mesru  menfaatlerimiz i¢in saklanmasinin
zorunlu olmasi,

d) Kisisel wverilerin herhangi bir hukuki
yikimliiliigii yerine getirmesi amaciyla
saklanmasi,

e) Mevzuatta kisisel verilerin saklanmasinin
acikca Ongoriilmesi,

f) Veri sahiplerinin agik rizasinin alinmasini
gerektiren saklama faaliyetleri agisindan veri
sahiplerinin agik rizasinin bulunmasi.

of employee rights and benefits, and (iv)
management of customer relations by the
Company.

Reasons that require retention are as follows:

a) Retention of personal data as they are
directly related to drawing up and
performance of agreements,

b) Retention of personal data for the purpose of
establishment, exercise or protection of a
right,

c) Obligation to retain personal data for our
legitimate interests on the condition that
essential rights and liberties of individuals
are not impaired,

d) Retention of personal data for the purpose of
fulfilling a legal obligation,

e) Explicit stipulation of retention of personal
data in the legislation,

f) Presence of express consent of data subjects
to retention activities that require obtaining
express consent of data subjects.

In accordance with the regulation, personal data

belonging to data subjects are deleted, destroyed

or anonymized automatically or upon request by

the Company under the following circumstances:

a) Amendment or cancellation of provisions of
the applicable legislation, which constitutes a
basis for processing or retention of personal
data,

b) Cessation of the purpose that requires
processing or retention of personal data,

c) Cessation of circumstances that require
processing of personal data pursuant to
articles 5 and 6 of the Law.

d) Where processing of personal data is
performed only upon express consent,
withdrawal of consent by the relevant person,

e) Acceptance of an application by a related
person, concerning deletion, destruction or
anonymization of their personal data
pursuant to their rights in clauses (e) and (f)
of article 11 of the Law, by the data
controller,

f) If the data controller rejects an application by
a related person, concerning a request to have
their personal data deleted, destroyed or
anonymized, if response of the data
controller found to be unsatisfactory, or if the
data controller fails to respond within the
period stipulated in the Law; submission of a
complaint to the Board and acceptance of
such complaint by the Board,

g) Absence of any condition that justifies
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Yonetmelik uyarinca, asagida sayilan hallerde

veri sahiplerine ait kigisel wveriler, Sirket

tarafindan re’sen yahut talep tlizerine silinir, yok

edilir veya anonim hale getirilir:

a) Kisisel verilerin islenmesine veya
saklanmasina esas teskil eden ilgili mevzuat
hiikiimlerinin degistirilmesi veya yiiriirliikten

kaldirilmasi,

b) Kisisel verilerin islenmesini veya
saklanmasim1  gerektiren amacin ortadan
kalkmasi,

¢) Kanun’un 5. ve 6. maddelerindeki Kkisisel
verilerin islenmesini gerektiren sartlarin
ortadan kalkmasi.

d) Kisisel verileri islemenin sadece agik riza
sartina istinaden gerceklestigi hallerde, ilgili
kisinin rizasim geri almasi,

e) llgili kisinin, Kanun’un 11. maddesinin (e)
ve (f) bentlerindeki haklar1 ¢ergevesinde
kisisel verilerinin silinmesi, yok edilmesi
veya anonim hale getirilmesine iligkin yaptig1
basvurunun veri sorumlusu tarafindan kabul
edilmesi,

f) Veri sorumlusunun, ilgili kisi tarafindan
kisisel verilerinin silinmesi, yok edilmesi
veya anonim hale getirilmesi talebi ile
kendisine yapilan basvuruyu reddetmesi,
verdigi cevabin yetersiz bulunmasi veya
Kanun’da Ongoriilen sure iginde cevap
vermemesi hallerinde; Kurul’a sikayette
bulunulmas1 ve bu talebin Kurul tarafindan
uygun bulunmast,

g) Kisisel verilerin saklanmasini gerektiren
azami silirenin gegmis olmasina ragmen,
kisisel verileri daha uzun siire saklamay1
hakli kilacak herhangi bir sartin mevcut
olmamasi,

Saklama Ve imha Siireleri

KVKK ve diger ilgili mevzuat hiikiimlerine

uygun olarak elde edilen kisisel verilerinizin

saklama ve imha sirelerinin tespitinde asagida
sirastyla belirtilen olgiitlerden yararlanilmaktadir:

1. Mevzuatta sdz konusu kisisel verinin
saklanmasina iligkin olarak bir siire
Ongoriilmiis ise bu siireye riayet edilir.
Anilan siirenin sona ermesi akabinde veri
hakkinda 2. bent kapsaminda iglem yapilir.

2. So6z konusu kisisel verinin saklanmasina
iliskin olarak mevzuatta 6ngoriilen siirenin
sona ermesi veya ilgili mevzuatta sz konusu
verinin saklanmasina iliskin olarak herhangi
bir slre ongodriilmemis olmasi durumunda
sirastyla;

a) Kisisel veriler, KVKK’nin 6. maddesinde

retention of personal data for a longer period
despite the expiration of maximum period
that requires retention of personal data.

Retention and Destruction Periods

The criteria, listed below, are used in

determination of the periods for retention and

destruction of your personal data, obtained
pursuant to the provisions of the Law on

Protection of Personal Data and other applicable

legislation:

1. If the legislation stipulates a period
concerning retention of such personal data,
such period shall be observed. Upon
expiration of the mentioned period, the
provisions of clause 2 shall be applicable to
the data.

2. If the period stipulated in the legislation
concerning retention of such personal data
expires or if the applicable legislation does
not stipulate any period for retention of such
data, respectively;

a) Personal data shall be categorized as
personal data and private personal data
on the basis of the definition in article 6
of the Law on Protection of Personal
Data. All personal data determined to be
private shall be destroyed.

b) Conformity of data retention with the
principles specified in article 4 of the
Law on Protection of Personal Data. For
example, it is questioned whether data
retention has a legitimate purpose such as
constituting evidence in a lawsuit. Data
determined to be in violation of the
principles in article 4 of the Law on
Protection of Personal Data shall be
deleted, destroyed or anonymized.

c) It is determined which exception(s)
stipulated in articles 5 and 6 of the Law
on Protection of Personal Data is/are
applicable to data retention. Reasonable
periods, during which data should be
retained  pursuant  to  identified
exceptions, shall be determined. In case
such periods expire, data shall be deleted,
destroyed or anonymized.

d) Personal data, retention periods of which
have expired, shall be destroyed in 6-
month periods pursuant to the procedures
set forth in this Policy.

e) All actions taken in respect of deletion,
destruction and anonymization of
personal data shall be recorded and such
records shall be kept for at least three
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yer alan tanmimlama baz alinarak, kisisel
veriler ve 0Ozel nitelikli kisisel veriler
olarak siniflandirmaya tabi tutulur. Ozel
nitelikte oldugu tespit edilen tiim kisisel
veriler imha edilir.

b) Verinin saklanmasinin KVKK’nin 4.
maddesinde belirtilen ilkelere uygunlugu
ornegin; verinin saklanmasinda davada
delil olmas1 gibi mesru bir amacin olup
olmadigr  sorgulanir.  Saklanmasinin
KVKK’nin 4. maddesinde yer alan
ilkelere aykirilik teskil edebilecegi tespit
edilen veriler silinir, yok edilir ya da
anonim hale getirilir.

€) c. Verinin saklanmasimin KVKK’nin 5.
ve 6. maddelerinde Ongdriilmiis olan
istisnalardan hangisi/hangileri
kapsaminda degerlendirilebilecegi tespit
edilir. Tespit edilen istisnalar
gercevesinde verilerin saklanmasi
gereken makul sureler tespit edilir. SOz
konusu strelerin sona ermesi halinde
veriler silinir, yok edilir ya da anonim
hale getirilir.

d) Saklama siiresi dolan kisisel veriler, 6
aylik periyodlarla isbu Politika’da yer
verilen usullere uygun olarak imha edilir.

e) Kisisel verilerin silinmesi, yok edilmesi
ve anonim hale getirilmesiyle ilgili
yapilan biitiin islemler kayit altina alinir
ve sOz konusu kayitlar, diger hukuki
yuktmlalukler hari¢ olmak (zere en az
Ug yil siireyle saklanir.

Kisisel _Verilerin _Saklanmasi Ve imhasi
Usulleri

I. Kayit Ortamlarn

Veri sahiplerine ait kigisel veriler, Sirket

tarafindan asagidaki tabloda listelenen ortamlarda
basta KVKK hiikiimleri olmak iizere ilgili
mevzuata uygun olarak ve uluslararasi veri
giivenligi prensipleri cercevesinde giivenli bir
sekilde saklanmaktadir:

Elektronik ortamlar: | Fiziksel ortamlar:

EXCHANGE
SERVER (cloud),
FILE SERVER, CRM
SERVER

MyGKN, kolay IK,
Meyer, Datassist
(Dakika), iLobby
Sunucular

Yazilimlar

Birim Dolaplan
ARSIV

years, apart from other legal obligations.

Procedures for Retention and Destruction of
Personal Data

I. Recording Media

Personal data belonging to data subjects are
securely retained by the Company on media
listed in the following table in conformity with
the applicable legislation, particularly provisions
of the Law on Protection of Personal Data, and
pursuant to international data security principles.

Electronic media: Physical media:

Unit Cabinets
ARCHIVE

EXCHANGE
SERVER (cloud),
FILE SERVER, CRM
SERVER

MyGKN, kolay IK,
Meyer,

Servers

Software

Printer, scanner,
photocopying machine
Personal computers
Mobile devices
Removable disks

I1. Technical and Administrative Measures

All administrative and technical measures, taken
by the Company pursuant to the principles in
article 12 of the Law on Protection of Personal
Data for the purposes of secure retention,
prevention of unlawful processing and access,
and destruction of data pursuant to the law, are
listed below:

1. Administrative Measures

Within the scope of administrative measures;

a) Access to retained personal data within the
Company shall be limited to personnel that
needs to access such data as required by their
job descriptions. Private nature and degree of
importance of the data shall also be
considered in limitation of access.

b) If processed personal data are unlawfully
obtained by third parties, this situation shall
be notified to the relevant person and the
Board as soon as possible.

c) In respect of sharing personal data, a
framework agreement regarding protection of
personal data and data security shall be
signed with parties with which personal data
are shared, or data security is ensured by
provisions added to existing agreements.

10
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Yazic, tarayici,
fotokopi makinesi
Kisisel bilgisayarlar
Mobil cihazlar
Cikartilabilir bellekler

II. Teknik ve idari Tedbirler

Kisisel verilerinizin  gilivenli  bir  gekilde
saklanmasi, hukuka aykir1 olarak islenmesi,
erisilmesinin 6nlenmesi ve verilerin hukuka
uygun olarak imha edilmesi amaciyla KVKK’nin
12. Maddesindeki ilkeler cercevesinde, Sirket
tarafindan alinmus olan tiim idari ve teknik
tedbirler agagida sayilmisgtir:

1. idari Tedbirler:

Idari tedbirler kapsaminda;

a) Saklanan kisisel verilere Sirket i¢i erigimi i
tanmim1 geregi erigsmesi gerekli personel ile
sinirlandirir.  Erigimin  siirlandirilmasinda
verinin 0zel nitelikli olup olmadigi ve 6nem
derecesi de dikkate alinir.

b) islenen kisisel verilerin hukuka aykiri
yollarla bagkalar1 tarafindan elde edilmesi
halinde, bu durumu en kisa siirede ilgilisine
ve Kurul’a bildirir.

c) Kisisel verilerin paylasilmasi ile ilgili olarak,
kisisel verilerin paylasildig1 kisiler ile kisisel
verilerin korunmasi ve veri giivenligine
iliskin gerceve sdzlesme imzalar veya mevcut
sozlesmesine eklenen hiikiimler ile veri
glvenligini saglar.

d) Kisisel verilerin islenmesi hakkinda bilgili ve
deneyimli  personel istihdam eder ve
personeline  kisisel verilerin  korunmasi
mevzuati ve veri givenligi kapsaminda
gerekli egitimleri verir.

e) Kendi icinde Kanun hiikiimlerinin
uygulanmasini saglamak amaciyla gerekli
denetimleri yapar ve yaptirir. Denetimler
sonucunda ortaya ¢ikan gizlilik ve giivenlik
aciklarim giderir.

f) Kendi tiizel kisiligi disinda saklama hizmeti
alinmasi1 durumunda, saklama ve imha
hizmeti sunanlarin da gerek isbu Politikada
belirtilen diizenlemelere gerekse genel olarak
tim mevzuat hikimlerine tabi olarak hizmet
sunacagimi sozlesmesel hukimler koymak
yoluyla saglar.

2. Teknik Tedbirler:

Teknik tedbirler kapsaminda;

a) Kurulan sistemler kapsaminda gerekli i¢
kontrolleri yapar.

b) Kurulan sistemler

kapsaminda  bilgi

d) Personnel with information on and
experience in respect of processing personal
data shall be employed, and such personnel
shall receive necessary trainings within the
scope of the legislation on protection of
personal data and data security.

e) Necessary audits shall be internally
performed and outsourced to ensure
implementation of provisions of the Law.
Confidentiality and security flaws, found as a
result of audits, shall be eliminated.

f) If retention services are received from a party
outside its legal entity, it shall be ensured by
introducing contractual provisions that
retention and destruction service providers
offer services pursuant to both regulations in
this Policy and all legislative provisions in
general.

2. Technical Measures:

Within the scope of technical measures;

a) Necessary internal controls shall be carried
out within the scope of established systems.

b) Information technologies risk assessment and
business impact analysis performance
procedures shall be conducted within the
scope of established systems.

c) Technical infrastructure to prevent or
monitor data leakage outside the company
shall be procured and relevant matrices shall
be created.

d) System vulnerabilities shall be kept under
control by receiving penetration test services
regularly and if needed.

e) Authorizations of employees in information
technologies units to access personal data
shall be kept under control.

f) Personal data shall be  destroyed
irrecoverably and without an audit trail.

g) Inaccordance with article 12 of the Law, any
digital media, on which personal data are
retained, shall be protected by encrypted or
cryptographic methods that  fulfill
information security requirements.

I11. Personnel

Titles, units and job descriptions of personnel
involved in personal data retention and
destruction process are available upon request by
means of the Application Form.

V. Destruction Methods for Personal Data

In case personal data processing purposes
specified in the Law and the Regulation cease to
exist, personal data obtained in conformity with

11




GKN AUTOMOTIVE

teknolojileri risk degerlendirmesi ve is etki

analizinin  gergeklestirilmesi  siire¢lerini
yaratar.
c) Verilerin kurum disia sizmasini

engelleyecek veya go6zlemleyecek teknik
altyapmnin  temin  edilmesini  ve ilgili
matrislerin olusturulmasini saglar.

d) d. Diizenli olarak ve ihtiyag olustugunda
sizma  testi  hizmeti  alarak  sistem
zafiyetlerinin kontroliinii saglar.

e) e. Bilgi teknolojileri birimlerinde ¢aligsanlarin
kisisel verilere erisim yetkilerinin kontrol
altinda tutulmasini saglar.

f) f. Kisisel wverilerin yok edilmesi
doniistiiriilemeyecek  ve
birakmayacak sekilde saglanir.

g) g. Kanun’un 12. maddesi uyarinca, kisisel
verilerin saklandigi her tiirlii dijital ortam,
bilgi giivenligi gereksinimlerini saglayacak
sekilde sifreli veyahut kriptografik yontemler
ile korunur.

geri
denetim 1z1

I11. Personel

Kisisel veri saklama ve imha siirecinde yer alan
personelin unvanlarina, birimlerine ve gorev
tanimlarina Basvuru Formu araciligr ile talep
ederek ulasabilirsiniz.

IV. Kisisel Verilerin imha Usulleri

KVKK ve diger ilgili mevzuata uygun olarak
elde edilen kisisel wveriler Kanun ve
Yonetmelik’te sayillan kisisel veri isleme
amaglarinin ortadan kalkmasi halinde re’sen veya
Ilgili Kisinin bagvurusu iizerine Kanun ve ilgili
mevzuat hikumlerine uygun olarak asagida
belirtilen teknikler ile imha edilecektir.

1. Kisisel Verilerin Silinmesi ve Yok Edilmesi
Teknikleri
Yazihmdan Giivenli Olarak Silme: Sistem
yoneticisi ya da kisisel verilerin silinmesi i¢in bir
uzman ile anlasilmasi durumunda séz konusu
uzman tarafindan tamamen veya kismen
otomatik olan yollarla islenen ve dijital
ortamlarda muhafaza edilen veriler silinirken
Ilgili Kullanicilar igin tanimlanan erisim hakki da
ortadan kaldirilir.
Ancak, kisisel verilerin silinmesi iglemi, diger
verilere de sistem igerisinde erigilememe ve bu
verileri kullanamama sonucunu doguracak ise,
asagidaki kosullarin saglanmasi kaydiyla, kisisel
verilerin ilgili kisiyle iligkilendirilemeyecek
duruma getirilerek arsivlenmesi halinde de kisisel
veriler silinmis sayilacaktir:

» Baska herhangi bir kurum, kurulus ya da

the Law on Protection of Personal Data and other
applicable legislation shall be destroyed
automatically or upon application of the Relevant
Person with the following techniques pursuant to
the provisions of the Law and the applicable
legislation.

1. Personal Data Deletion and Destruction
Technigues

Secure Deletion via Software: Data that are
completely or partially processed by automated
means and stored on digital media shall be
deleted and access rights granted to Relevant
Users shall be withdrawn by the system
administrator or by a specialist, if a specialist is
contracted for deletion of personal data.

However, if deletion of personal data shall render
other data inaccessible in the system or result in
the inability to use such data, personal data shall
be deemed to have been deleted if they are
archived in a manner that cannot be associated
with the relevant person, provided that the
following conditions are fulfilled:

» Being inaccessible by another institution,
organization or real person,

+ Taking any and all technical and
administrative measures to ensure that
only authorized people are able to access
personal data.

Obfuscation of Personal Data on Paper
Media: This is the method of obfuscating data to
prevent misuse of personal data or to delete data
that are requested to be deleted by physically
cutting out and removing relevant personal data
from the document, rendering data illegible by
using indelible ink or by crossing out, painting
over or deleting so that they cannot be recovered
and read by technological solutions.

Destruction of Personal Data
Demagnetization: Treating magnetic media with
special devices, where they will be exposed to
highly magnetic fields, to corrupt data on the
media, rendering them unreadable. It should be
noted that if destruction with this method is
unsuccessful, destruction can be completed only
upon physical destruction of the media.

Physical Destruction: As personal data,
processed by non-automated means as part of the
data recording system, are destroyed, data are
physically destroyed so that they cannot be used
later.

12
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gergek kisinin erigimine kapali olmasi,

* Kisisel verilere yalmzca yetkili kisiler
tarafindan  erigilmesini  saglayacak
sekilde gerekli her tiirlii teknik ve idari
tedbirlerin alinmasi.

Kagit Ortaminda Bulunan Kisisel Verilerin
Karartilmasi: Kisisel verileri amaca yonelik
olmayan kullanimmi onlemek veya silinmesi
talep edilen verileri silmek igin ilgili kisisel
verilerin  fiziksel olarak kesilerek belgeden
cikartilmast veya geri dondiiriilemeyecek ve
teknolojik ¢ozlimlerle okunamayacak sekilde
sabit miirekkep kullanilarak goriinemeyecek hale
getirilmesi ya da (zeri cizilerek, boyanarak,
silinerek karartma yontemidir.

Kisisel Verilerin Yok Edilmesi:

De-manyetize Etme: Manyetik medyanin
yiksek manyetik alanlara maruz kalacagi 6zel
cihazlardan gegirilerek Uzerindeki verilerin
okunamaz bir bi¢cimde bozulmasi yontemidir.
Dikkat edilmelidir ki bu ydntemle yok etme
basaril1 olmaz ise ancak medyanin fiziksel olarak
yok edilmesi ile yok etme islemi tamamlanmis
olabilecektir.

Fiziksel Yok Etme: Veri kayit sisteminin pargasi
olmak kaydiyla otomatik olmayan yollarla
islenmis kisisel veriler yok edilirken verinin
sonradan kullanilamayacak bicimde fiziksel
olarak yok edilmesi sistemi uygulanmaktadir.

Uzerine Yazma: Uzerine yazma yontemi, ozel
yazilimlar araciligi ile manyetik medya ve
yeniden yazilabilir optik medya iizerinden
rastgele  veriler  yazilarak  eski  verinin
okunabilmesi ve kurtarilabilmesini
imkansizlastiran veri yok etme yontemidir.

2. Kisisel Verilerin Anonim Hale Getirilmesi
Teknikleri

Kisisel verilerin anonim hale getirilmesi, kisisel
verilerin bagka verilerle eslestirilse dahi higbir
surette kimligi belirli veya belirlenebilir bir
gercek  kisiyle iligkilendirilemeyecek  hale
getirilmesidir. Kisisel verilerin anonim hale
getirilmis olmas1 igin; kisisel verilerin, veri
sorumlusu veya tgiincii kisiler tarafindan geri
dondiiriilmesi ve/veya verilerin baska verilerle
eslestirilmesi gibi kayit ortami ve ilgili faaliyet
alan1 agisindan uygun tekniklerin kullaniimasi
yoluyla dahi kimligi belirli veya belirlenebilir bir
gercek kisiyle iliskilendirilemez hale getirilmesi
gerekir.

Overwriting: Overwriting method is a data
destruction method that makes it impossible to
read and recover old data by writing random data
on magnetic media and rewritable optical media
by means of special software.

2. _Anonymization Techniques for Personal
Data

Anonymization of personal data is ensuring that
personal data can by no means be associated with
a real person whose identity is known or
identifiable, even if they are matched with other
data. For personal data to be anonymized, it
should be ensured that personal data cannot be
associated with a real person that is known or can
be identified, even by utilization of convenient
techniques in terms of recording media and
relevant field of activity such as recovery of
personal data by the data controller or third
parties and/or matching data with other data.

Anonymization methods that do not provide
value irregularity: These are anonymization
methods  implemented by  generalization,
exchange or subtraction of a certain data or sub-
data set from any personal data set, without any
change or addition/subtraction on retained
personal data.

Anonymization methods that provide value
irregularity: Unlike anonymizations that do not
provide value irregularity, those that provide
value irregularity create corruption by changing
certain data in personal data sets. Deviations
should be implemented carefully in line with
expected/desired benefit when these methods are
used. It is possible to continue obtaining expected
benefit from the data without corrupting total
statistics.

Variable Removal: Removal of descriptive data
removes ‘“highly descriptive” ones from the
variables in the data set generated after
accumulation of collected data, thus anonymizing
the available data set.

Record Removal: Retained data are anonymized
by removing data rows, involving singularity
among the data, from records. For example, if
there is a single senior manager in a company,
remaining data can be anonymized by removing
data belonging to this person from records where
seniority, wage and gender data of the employees
at the same level are retained.
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Deger Diizensizligi Saglamayan Anonim Hale
Getirme Yontemleri: Saklanmakta olan kisisel
verilerde bir degisiklik veya ekleme/cikarma
yapilmaksizin; herhangi bir Kisisel veri grubunun
genelleme, birbiri ile yer degistirme veya gruptan
belirli bir veri veya alt veri grubunun ¢ikarilmasi
ile uygulanan anonimlestirme yontemleridir.

Deger Diizensizligi Saglayan Anonim Hale
Getirme Yontemleri

Deger diizensizligi saglayan anonim hale getirme
yontemlerinde deger diizensizligi
saglamayanlarin aksine kigisel veri gruplarinda
baz1 verilerin degistirilmesi ile bozulma
yaratmaktadir. Bu yontemler kullanilirken elde
edilmesi beklenen/istenen fayda dogrultusunda
sapmalarin dikkatli uygulanmasi gerekecektir.
Toplam  istatistikler ~ bozulmadan  veriden
beklenen fayda saglanmaya devam edilebilir.
Degisken Cikartma: Betimleyici nitelikteki
verilerin ¢ikartilmas1 yontemi ile toplanilan
verilerin  bir araya getirilmesinden sonra
olusturulan ~ veri  setindeki  degiskenlerden
“yiiksek dereceli betimleyici” olanlar ¢ikarilarak
mevcut veri seti anonim hale getirilmektedir.

Kayitlar1 Cikartma: Veriler arasinda tekillik
ihtiva eden wveri satir1 kayitlar arasindan
cikarilarak  saklanan veriler anonim hale
getirilmektedir. Ornegin, bir sirkette tek kidemli
midiir var ise bu kisiye ait verilerin birbirleri ile
ayn1 kademede bulunan calisanlarin kidem, maag
ve cinsiyet verilerinin tutuldugu kayitlardan
¢ikarilmasi ile kalan veriler anonim hale
getirilebilecektir.

Bolgesel Gizleme: Tek bir verinin gok az
goriilebilir bir kombinasyon yaratmasi sebebi ile
belirleyici niteligi mevcut ise 1ilgili verinin
gizlenmesi  (6rnegin  “bilinmiyor” yazilmasi)
anonimlestirmeyi saglamaktadir.

Alt ve Ust Smr Kodlama: Onceden
tamimlanmis kategorilerin yer aldigi bir veri
grubundaki  degerlerin  belirli  bir  Olgiit
belirlenerek  birlestirilmesiyle anonim hale
getirilmektedir.

Genellestirme: Veri toplulastirma yontemi ile
bircok veri toplulastirilmakta ve kisisel veriler
herhangi bir kisiyle iligkilendirilemeyecek hale
getirilmektedir.

Global Kodlama: Veri tiretme yontemi ile

Partial Hiding: If a single data has an
identifying characteristic as it creates a
combination with very low visibility, hiding such
data (for example, inserting “unknown”) ensures
anonymization.

Lower and Upper Limit Coding: Values in a
data set, which contains previously determined
categories, are anonymized by being combined
with a certain criterion.

Generalization: Multiple data are aggregated
with data aggregation method and personal data
are transformed so that they cannot be associated
with any person.

Global Coding: A more general content is
generated from the content of personal data by
means of data derivation method, and personal
data are transformed so that they cannot be
associated with any person.

Adding Noise: In this method, data are
anonymized by adding certain positive or
negative deviations at a determined rate to data
available in a data set with particularly numeric
data. For example, in a data set involving weight
values, viewing real values shall be prevented
and data shall be anonymized by using (+/—) 3
kg deviation. Deviation is applied equally to each
value.

Micro Combination: In micro combination
method, all data are initially sorted in a
meaningful order (such as high to low), separated
into groups, their arithmetic mean is calculated,
and obtained value is written in the place of
relevant data in the existing group to ensure
anonymization. For example, in terms of wage
information, if two groups are created for
amounts below and above TL 10,000, the total of
wages individuals who earn TL 10,000 and below
are divided to the number of individuals, and this
value is written to the wage field of everyone that
earns less than TL 10,000.

Data Exchange: In data exchange method,
values of variables are exchanged between pairs
selected from retained data. In this method,
which is used for generally classifiable data, the
purpose is to transform the database by
exchanging data belonging to data subjects.

In accordance with article 28 of the Law on
Protection of Personal Data, in case personal data
are processed for official statistics and purposes
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kisisel verinin igeriginden daha genel bir igerik
olusturulur ve kisisel veri herhangi bir kisiyle
iligkilendirilemeyecek hale getirilir.

Gurulti Ekleme: Verilere guriltd  ekleme
yontemi Ozellikle sayisal verilerin agirlikli
oldugu bir veri setinde mevcut verilere belirlenen
oranda artt veya eksi yonde birtakim sapmalar
eklenerek veriler anonim hale getirilmektedir.
Ornegin, kilo degerlerinin oldugu bir veri
grubunda (+/-) 3 kg sapmasi kullamlarak
gercek degerlerin goriintiilenmesi engellenmis ve
veriler anonimlestivilmis olur. Sapma her degere
esit ol¢iide uygulanr.

Mikro Birlestirme: Mikro birlestirme
yonteminde tiim veriler ilk olarak anlamli bir
siraya dizilerek (blyukten kiigiige gibi) gruplara
ayrilip, gruplarin ortalamasi alinarak elde edilen
deger mevcut gruptaki ilgili wverilerin yerine
yazilarak anonimlestirme saglanmis olacaktir.
Omeg’in, maasg bilgisi icin; 10.000 TL alti ve iistii
iki grup yapulr ise, 10.000 ve daha az maas alan
kisilerin maaslarvun  toplami  kisi  sayisina
béliiniir ve 10.000TL altinda maas alan herkesin
maasg kiimesine elde edilen bu deger yazilir.

Veri Degis Tokusu: Veri degis tokusu
yonteminde saklanan veriler icerisinden segilen
ciftler arasinda bir degiskenin degerleri birbiri ile
degistirilir. Genel olarak kategorize edilebilen
veriler icin kullanilan bu yontemde amag veri
sahiplerine ait verilerin birbirleri ile degistirilerek
veri tabaninin doniistiiriilmesidir.

KVKK’nin 28. maddesi uyarinca, kisisel
verilerin - resmi istatistik ile anonim hale
getirilmek suretiyle arastirma, planlama ve

istatistik gibi amagclarla islenmesi durumunda bu
durum Kanun kapsami diginda kalacak ve agik
riza temini gerekmeyecektir.

Kisisel Verilerin Aktarilmasi

Kisisel Verilerin Yurt icinde Aktarilmasi
Kanun’un 8. maddesi uyarinca Kisisel Veriler
kural olarak, Veri Sahibinin agik rizasi
olmaksizin iiglincii kisilere aktarilamaz. Ancak
Kanun’un ayn1 maddesinde yukarida sayilan Veri
Sahibinin a¢ik rizasi aranmayacak hallerden
birinin mevcut olmasi halinde Kisisel Verilerin,
Veri Sahibinin agik rizasi olmaksizin yurt i¢inde
tclincu kisilere aktarimi miimkiindiir.

Kisisel Verilerin Yurt Disina Aktarilmasi
Kanun’un 9. maddesi uyarinca Kisisel Veriler
kural olarak, Veri Sahibinin acik rizasi

such as research, planning and statistics by means
of anonymization, this situation shall be excluded
from the Law and it shall not be required to
obtain express consent.

Transfer of Personal Data

Transferring Personal Data inside Turkey
Article 8 of the Data Protection Law provides
that personal data which is obtained within the
framework of the general principles specified in
the Law can only be transferred with the explicit
consent of the data subject. The Law stipulates
the same conditions for processing data and
transferring data inside Turkey. Article 8 also
defines the conditions for transferring data to the
third parties without explicit consent.

International transfer of Personal Data

As required under Article 9 of the Law, a cross-
border transfer may take place in one of the
following cases that;

» The data subject has given his explicit
consent,

» The country is approved by Board as
“Adequate Country” and existence of the
circumstances provided for in second
paragraph of Article 5 and third
paragraph of Article 6 of the Law,

» If the country is not approved by Board
as ‘“Adequate Country”, then data
controllers in Turkey and abroad commit
in writing to provide an adequate level of
protection and the Board has authorized
this transfer where existence of the
circumstances referred to in second
paragraph of Article 5 and third
paragraph of Article 6 of the Law),

The Law has the same conditions/requirements
for processing personal data and transferring
personal data abroad.

Third Parties where Personal Data may be
transferred
Personal Data may be transferred to following
third parties who may be both real and legal
entity in and out of Turkey for the purpose of this
Policy in line with Article 8 and 9 of the Law;

» Consultants,

« Auditors,

e Ventures and Partners

e Customers,

» Shareholders, subsidiaries and affiliates

« Service Providers,

» Suppliers
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olmaksizin yurt disgina aktarilamaz. Ancak
asagida belirtilen hallerden birinin mevcut olmasi
halinde Kisisel Verilerin, Veri Sahibinin agik
rizast aranmaksizin yurt diginda iiglincii kisilere
aktarimi miimkiindiir:

* Bu Politika’da Veri Sahibinin rizasinin
aranmayacaginin belirtildigi hallerde

» Kisisel Verilerin aktarilacagi yabanci
iilkede yeterli korumanin bulunmasi,

*  Yeterli korumanin bulunmamasi
durumunda Tiirkiye'deki ve ilgili yabanci
iilkedeki veri sorumlularinin yeterli bir
korumay1 yazili olarak taahhit etmeleri
ve Kurulun izninin bulunmas.

Yeterli korumanin bulundugu iilkeler Kurulca
belirlenerek  ilan edilir.  Kigisel  Veriler,
uluslararast sozlesme hiikiimleri sakli kalmak
Uzere, Turkiye'nin veya Veri Sahibinin
menfaatinin ciddi bir sekilde zarar gorecegi
durumlarda, ancak ilgili kamu kurum veya
kurulusunun goriisii alinarak Kurulun izniyle yurt
disina aktarilabilir.
Kisisel _Verilerin _Aktarilabilecegi Uciincii
Kisiler
Kisisel Veriler, bu Politika’da yer alan amaglari
gergeklestirmek igin, Kanun’un 8. ve 9.
maddelerine uygun olarak, yurt icinde veya
yurtdisindaki, gercek veya tiizel kisi olabilecek,
asagida belirtilen tcilincii kisilere
aktarabilmektedir:

*  Danigmanlar

* Denetim Firmalari

* Hizmet Alinan Firmalar

« Isbirligi Yapilan Firmalar

»  Miisteriler

» Pay Sahipleri ve istirakler ve bagh

ortakliklar

» Tedarikgiler

* Bankalar ve Finans Kuruluslari

*  Yargisal Merciler ve Kamu Otoriterleri

Diger Hususlar
KVKK ve ilgili diger mevzuat hiikiimleri ile isbu

Politika arasinda uyumsuzluk olmasi halinde,
oncelikle KVKK ve ilgili diger mevzuat
hiikiimleri uygulanacaktir.

Yukaridaki konulara iliskin Sirket’e Bagvuru
Formu ile gonderilen talepler, talebin niteligine
gore en kisa siirede ve en ge¢ otuz giin icinde
iicretsiz  olarak cevaplandirilacaktir. Ancak,
islemin ayrica bir maliyeti gerektirmesi halinde,
Kurul tarafindan belirlenen tarifedeki {icret

» Banking and Finance Institutions
» Legal and Administrative Authorities

Miscellaneous

In case of disperancy between the Law and
related legislation and this Policy, legal
provisions shall prevail.

Any request regarding abovementioned issues
that should be made to the Company with the
attached Request Application Form will be
responded immediately and not later than 30 days
with no cost. However, if request itself requires a
transaction that triggers cost, it is possible to ask
for payment based upon the tariff regulated by
the Board. If request is transferred to a third
party, such transferred is also informed to data
subject.
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almabilir. Talebe konu verilerin t¢lincli kisilere
aktarilmis olmas1 durumunda, bu durum verilerin
aktarildig1 tiglincii kisiye bildirilmekte ve tiglincii
kisiler nezdinde gerekli islemlerin yapilmasi
temin edilmektedir.
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